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(54) Method, computer, and program for content retrieval and payment 



(57) A communication method, computer, and pro- 
gram enables suitable payment to a content data pro- 
vider (13) for a charge for conlenL data, even in a case 
where the content data is provided via a peer-to-peer 
system on a network (2). A third compuLer (5) registers 
personal management data of a content provider (13), 
a content user (1 4) and content management data con- 



cerning the content data transmitted by a first computer 
(3). The third computer (5) performs processing for pay- 
ment of the charge from the content user (1 4) to the con- 
tent provider (13) based on the personal management 
data and based on the content management data, in re- 
sponse to a request for payment of the charge received 
from a second computer (4). 



FIG. 1 
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Description 

BACKGROUND OF THE INVENTION 

1 . Field of the invention 

[0001] The present invention relates to communica- 
tion methods, computers and computer programs for 
use in transmitting content data from a content provider. 

2. Description of the Related Art 

[0002] The general demand for widely distributing 
music, still images, moving pictures, computer pro- 
grams, novels, poems, and other content on the Internet 
is increasing more and more. At this time, while desiring 
use of the content of one's own work by more people, 
there is a demand that some sort of profit be obtained 
from such work. 

[0003] In a peer-to-peer file exchange service on a 
network, a file is placed in the computer of a service user 
connected to the network and that file is exchanged via 
the network. That is, the person who provides the file on 
the network does not have to place the file in a specific 
server on the network, therefore there is the advantage 
that it is not necessary to prepare a storage device for 
storing a large amount of files or an expensive network 
apparatus for processing network access concentrating 
at the server. For this reason, there is a possibility that 
the peer-to-peer file exchange service can satisfy the 
above general demand. 

[0004] However, the digitalized data on the Internet, 
including the data of the files exchanged by the conven- 
tional peer-to-peer file exchange service, can be easily 
copied by anyone. Therefore, the provider of the content 
cannot obtain profit so far as the file exchange and cop- 
ying are carried out at a place where the provider is not 
involved. 

[0005] Simultaneously, there are cases where a true 
provider of content included in a file becomes unable to 
be determined. 

[0006] Therefore, the content provider who wants to 
secure profit by preventing copying has to prepare some 
special mechanism for preventing unrestricted copying 
and provide the content to the Internet on that mecha- 
nism. In many cases, however, there is a problem in that 
the special mechanism becomes an obstacle for provid- 
ing the content to many users. 

[0007] On the other hand, due to the peer-to-peer file 
exchange service etc., even if satisfied with the content 
and wanting to pay a charge or make a contribution to 
the content provider, the content user using content pro- 
vided on the Internet cannot easily pay the charge and 
is forced to give up since there is no means for easily 
specifying the true provider of the content. 
[0008] Further, the user of the content could not easily 
determine in advance if a file obtained from the Internet 
by for example peer-to-peer file exchange etc. included 



a computer virus, socially unsuitable content, content 
not desired by oneself, or the like before actually using 
the content. For this reason, he or she could not feel 
safe about using the content. 

SUMMARY OF THE INVENTION 

[0009] Various aspects and features of the present in- 
vention are defined in the appended claims. 

io [0010] Embodiments of the present invention can pro- 
vide a communication method, a computer, and a pro- 
gram enabling one to suitably pay a charge to a content 
data provider even when the content data is provided 
on the network by the peer-to-peer system. 

15 [0011] Accordingtoafirstaspectofthepresentinven- 
tion, there is provided a communication method of a 
third computer for communicating with a first computer 
of a content provider and a second computer of a con- 
tent user when the first computer transmits content data 

20 to the second computer, comprising the steps of com- 
municating by the third computer with the first computer 
and the second computer to register personal manage- 
ment data concerning the content provider and the con- 
tent user, and content management data concerning the 

25 content data, receiving by the third computer from the 
second computer, a request for payment of a charge to 
the content provider for reception of the content data, 
and performing by the third computer a taskfor payment 
of the charge to the content provider, based on the reg- 

30 istered personal management data and the content 
management data in response to the request for pay- 
ment. 

[0012] Embodiments of the present invention relate to 
a communication method, computer, and program used 

35 when providing content data on the Internet or another 
network, more particularly relates to a communication 
method, computer, and program for assisting payment 
of a charge by a user of the content to a provider. 
[0013] The mode of operation of the communication 

40 method of the first aspect of the invention becomes as 
follows. 

[0014] First, the third computer communicates with 
the first computer and the second computer to register 
the personal management data concerning the content 

45 provider and the content user, and the content manage- 
ment data concerning the content data. 
[0015] Then, the content data is transmitted from the 
first computer to the second computer. 
[0016] Then, the content user operates the second 

so computerwhen heorshewantstopaythechargetothe 
content provider and transmits the request for payment 
of the charge from the content user to the content pro- 
vider for the reception of the content data to the third 
computer. 

55 [0017] Then, the third computer performs a task for 
payment of the charge to the content provider, based on 
the personal management data and the content man- 
agement data in response to the request for payment. 
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[0018] In this way, in the communication method of 
the first aspect of the invention, even in a case where 
the content data is transmitted by the peer-to-peer sys- 
tem between the first computer and the second compu- 
ter, payment of a charge from the content user to the 
content provider is enabled. 

[0019] The communication method of the first aspect 
of the invention preferably further manages by the third 
computer the total amount of the charge paid with re- 
spect to each content data by using the content man- 
agement data. 

[0020] Alternatively, the communication method of 
the first aspect of the invention preferably further regis- 
ters by the third computer further verification data indi- 
cating the legitimacy of the content data provided by the 
content provider, receives by the third computer a re- 
quest inquiring about the legitimacy of the content data 
from the second computer, and verifies by the third com- 
puter the legitimacy of the content data by using the ver- 
ification data in response to the inquiry request and 
transmit the result of the related verification to the sec- 
ond computer. 

[0021] Alternatively, the communication method of 
the first aspect of the invention preferably further regis- 
ters by the third computer hash key data of the content 
data generated based on a predetermined hash function 
as the verification data, receives by the third computer 
the inquiry request including the hash key data of the 
content data from the second computer, and compares 
by the third computer the registered hash key data with 
the hash key data included in the inquiry request and 
verify the legitimacy of the content data. 
[0022] Alternatively, the communication melhod of 
the first invention preferably receives by the third com- 
puter the content data from the first computer and gen- 
erates and registers by the third computer the hash key 
data of the received content data based on the hash 
function. 

[0023] Alternatively, the communication method of 
the first invention preferably receives by the third com- 
puter the hash key data of the content data generated 
by the first computer based on the hash function from 
the first computer and register the same. 
[0024] According to a second aspect of the invention, 
there is provided a computer for communicating with a 
first computer used by a content provider and a second 
computer, used by a content user, to receive content da- 
ta from the first computer, comprising a storage means 
for storing personal management data for managing the 
content provider and the content user, and content man- 
agement data for managing the content data; an inter- 
face for receiving from the second computer a request 
for payment of a charge to the content provider for re- 
ception of the content data; and a controlling means for 
performing a task for payment of the charge to the con- 
tent provider, based on the personal management data 
and the content management data in response to the 
request for payment. 
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[0025] The mode of operation of the computer of the 
second aspect of the invention becomes as follows. 
[0026] The personal management data for managing 
the content provider and the content user and the con- 
s tent management data for managing the content data 
are stored in advance in the storage means by registra- 
tion processing. 

[0027] Then, the interface receives a request for pay- 
ment of the charge from the content user to the content 
10 provider for the reception of the content data from the 
second computer. 

[0028] Then, thecontrolling means performs process- 
ing for paying the charge from the content user to the 
content provider based on the personal management 
15 data and the content management data in response to 
the request for payment. 

[0029] According to a third aspect of the invention, 
there is provided a program to be executed in a compu- 
ter for communicating with a first computer used by a 
20 content provider and a second computer, used by a con- 
tent user, to receive content data from the first computer, 
comprising a routine for registering personal manage- 
ment data for managing the content provider and the 
content user, and content management data for manag- 
es ing the content data; a routine for receiving from the sec- 
ond computer a request for payment of a charge to the 
content provider for the reception of the content data; 
and a routine for performing a task for payment of a 
charge to the content provider, based on the personal 
30 management data and the content management data in 
response to the request for payment. 
[0030] The program of the third aspect of the invention 
is executed at a computer and makes the computer per- 
form for example functions similar to those of the com- 
35 munication method of the first aspect of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0031 ] The invention will now be described by way of 
40 example with reference to the accompanying drawings, 
throughout which like parts are referred to by like refer- 
ences, and in which: 

FIG. 1 is a view of the overall configuration of a com- 
45 munication system of an embodiment of the present 
invention; 

FIG. 2 is a functional block diagram of a computer 
shown in FIG. 1 ; 

FIG. 3 is a view for explaining user personal data 
so stored in a user database shown in FIG. 2; 

FIG. 4 is a viewfor explaining content management 
data stored in a content database shown in FIG. 2; 
FIG. 5 is a view for explaining transaction manage- 
ment data stored in a transaction database shown 
55 in FIG. 2; 

FIG. 6 is a flowchart for explaining an example of 
operation of a case where a content provider regis- 
ters himself or herself in a computer; 
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FIG. 7 is a flowchart for explaining an example of 
operation of a communication system where a con- 
tent user registers himself or herself in a computer; 
FIG. 8 is a flowchart for explaining an example of 
operation of a communication system where a con- 
tent provider registers content data in a computer; 
FIG. 9 is a flowchart for explaining an example of 
an operation of a case where one computer down- 
loads a file data from another computer by a peer- 
to-peer system and inquires about legitimacy of the 
related file data to still another computer: and 
FIG. 1 0 is a flowchart for explaining an example of 
operation of a case where a content user receiving 
a download of file data from the content provider 
pays a charge to the content provider. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0032] First, an explanation will be given of a commu- 
nication system according to an embodiment of the 
present invention. 

[0033] FIG. 1 is a view of the overall configuration of 
a communication system 1 of the present embodiment. 
[0034] As shown in FIG. 1 , the communication system 
1 has, for example, a computer 3 used by a content pro- 
vider 13, a computer 4 used by a content user 14, and 
a computer 5 used by a mediator 15. These are con- 
nected via a network 2 such as the Internet. 
[0035] Here, the computer 3 corresponds to the first 
computer of the present invention, while the computer 
4 corresponds to the second computer of the present 
invention. 

[0036] Further, the computer 5 corresponds to the 
third computer of the first invention and corresponds to 
the computer of the second and third aspects of the in- 
ventions. 

[0037] Further, the content provider 13 corresponds 
to the content provider of the present invention, while 
the content user 14 corresponds to the content user of 
the present invention. 

[0038] First, an explanation will be given of an outline 
of the processing of the communication system 1 shown 
in FIG. 1, 

[0039] In the communication system 1, the content 
provider 13 operates the computer 3 to freely transmit 
file data storing content data via the network 2 to other 
users (content users) by the peer-to-peer system. 
[0040] In the communication system 1, further, the 
content provider 1 3 operates the computer 3 to register 
his or her personal information and hash key data de- 
termined from the file data storing the content data to 
be provided via the network 2 in the computer 5. 
[0041] Next, the content provider 13 operates the 
computer 3 to open to the public the registered file data 
on the network 2. 

[0042] The content user 1 4 operates the computer 4 
to search for the file data opened to the public on the 



computer 3 by a search service provided by the media- 
tor 15 by using the computer 5 or by another means. 
[0043] Then, the content user 14 operates the com- 
puter 4 to download and use the file data opened to the 

s public on the computer 3 into the computer 4 via the net- 
work 2 by the peer-to-peer system. 
[0044] The content user 14 operates the computer 4 
in order to inquire about the legitimacy of the related 
downloaded file data (for example, the legitimacy of the 

io preparation side of the related file data or if a computer 
virus or socially unsuitable content is included in the re- 
lated file data) to the computer 5, generates the hash 
key data of the downloaded file data, and transmits an 
inquiry request including the related hash key data to 

15 the computer 5. 

[0045] The computer 5 compares the hash key data 
included in the related inquiry request and the registered 
hash key data for the related content data in response 
to the inquiry request, verifies the legitimacy of the re- 

20 lated content data, and transmits the result of the veri- 
fication to the computer 4. 

[0046] At this time, the computer 5 may provide, other 
than the result of the verification, information concerning 
the provider, content information, that is a summary of 

25 the content, a field to which the content belongs (for ex- 
ample, text, music, still images, video, programs), the 
rough category (for example, in the case of text, a novel, 
poem, or essay; in the case of music, rock, folk, or jazz; 
in the case of a still image, a photograph or painting; in 

30 the case of video, a real picture or animation; and in the 
case of a program, the application of the program), and 
information such as a further smaller classification to the 
computer 4. It is assumed that the above information is 
registered in the computer 5 in advance, 

35 [0047] Further, when the content user 14 wish to pay 
a charge (make a contribution) to the related provider 
for the reception of the provision of the related content 
data, he or she operates the computer 4 to transmit a 
request for payment of the charge including the user ID 

40 of the related user, the hash key data of the related con- 
tent data, charge amount data indicating the amount of 
the charge, etc. to the computer 5. 
[0048] The computer 5 searches for the provider of 
the content from the already registered information 

45 based on the hash key data included in the related re- 
quest for payment of charge, and mediates the charge 
payment. Namely the mediator 1 5 mediates the transfer 
of money between the user and the provider while inter- 
posed therebetween. 

so [0049] In the present embodiment, the computer 5 of 
the mediator 15 has the role of smoothly mediating the 
payment of the charge (contribution) from the content 
user 14 to the content provider 13. 
[0050] Further, the computer 5 can provide informa- 

55 tion concerning the content data provided by the content 
provider 13, including if it is registered, to the content 
user 14, can provide a table of the registered content 
data to the content user 14 in an easily useable format, 
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and can provide information indicating how much of a 
charge is to be paid with respect to which content data 
to the content provider 13 and the content user 14. 
[0051] Further, the computer 5 performs processing 
for introducing content data matching the preferences 
of the related content user 14 to the content user 14 
based on the type, genre, etc. of the content data which 
the content user 14 paid charges for in the past. 
[0052] Further, the mediator 15 may also make the 
computer5 perform processing for charging the content 
provider 1 3 or the content user 1 4 for the above service 
by the computer 5. 

[0053] Further, the mediator 15 may also make the 
computer 5 perform a processing for collecting an ad- 
vertisement insertion fee from an advertiser by inserting 
some sort of advertisement together with the service 
when providing the same. 

[0054] Next, an explanation will be given of the com- 
ponents shown in FIG. 1 . 

[Computer 3] 

[0055] The computer 3 is used by the content provider 
13 as mentioned above. The computer 3 is connected 
to the network 2 and transmits personal data USERJNF 
concerning the content provider 13 to the computer 5 
for it to register. 

[0056] Further, the computer 3 opens to the public file 
data storing the content data on the network 2 by the 
peer-to-peer system for the content data relating to the 
content provider 13. 

[0057] Further, the computer 3 generates hash key 
data from the file data of the content data to be provided 
by using the predetermined hash function and transmits 
the related hash key data and the related file data to the 
computer 5. 

[Computer 4] 

[0058] The computer 4 is used by the content user 1 4 
as mentioned above. 

[0059] The computer 4 is connected to the network 2, 
and downloads the file data of the content data from the 
computer 3 by the peer-to-peer system via the network 
2. 

[0060] Further, when the content user 14 wishes to 
pay a charge for the downloaded file data, the computer 
4 first generates the hash key data of the related file 
data by using the hash function. 
[0061] Then, the computer 4 transmits a request for 
payment of charge including the user ID of the content 
user 14, the generated hash key data, and the charge 
amount data to the computer 5. 

[Computer 5] 

[0062] FIG. 2 is afunctional block diagram of the com- 
puter 5 shown in FIG. 1. 



[0063] As shown in FIG. 2, the computer 5 has, for 
example an interface (l/F) 21 , a user database (D/B) 22, 
a content database 23, a transaction database 24 and 
a CPU 25. These are connected via an internal bus 20. 

s [0064] Here, the l/F 21 corresponds to the interface 
of the present invention; the user database 22, content 
database 23, and the transaction database 24 corre- 
spond to the storage means of the present invention; 
and the CPU 25 corresponds to the controlling means 

10 of the present invention. 

[0065] The interface 21 is connected to the network 2 
shown in FIG. 1 . 

[0066] The user database 22 stores the user personal 
data of the content provider 1 3 and the content user 1 4 

15 in a searchable format. 

[0067] FIG. 3 is a view for explaining the user personal 
data stored in the user database 22. 
[0068] As shown in FIG. 3, the user personal data in- 
dicates, for each user, for example the user ID, name, 

20 transfer account, credit card number, mail address, reg- 
istration date, and so on linked together. 
[0069] The "user ID" is an identifier such as numbers, 
symbols, etc. assigned so as to be able to identify an 
individual user such as the provider and user of the con- 

25 tent. 

[0070] The "name" is the name of the related user. 
[0071] The "transfer account" is the account for the 
transfer of the related user necessary for the transfer of 
money by the related user via the mediator 15 or infor- 

30 mation in place of this. 

[0072] The "credit card number" is the credit card 
number of the related user for the mediator 15 to debit 
or information in place of this, 
[0073] The "mail address" is an electronic mail ad- 

35 dress of the related user. 

[0074] The "registration date" is the date of registra- 
tion of the related user in the mediator 15. 
[0075] The content database 23 stores the content 
management data for managing the file data of the con- 

40 tent registered by thecontent provider 1 3 in the mediator 
15 in a searchable format. 

[0076] FIG. 4 is a view for explaining the content man- 
agement data stored in the content database 23 shown 
in FIG. 2. 

45 [0077] As shown in FIG. 4, the content management 
data indicates the content ID, hash key data, user ID of 
the provider, file name, classification, summary, regis- 
tration date, number of times of viewing, and total 
amount of the received charge for the file data of each 

so content registered in the mediator 1 5 by the content pro- 
vider 13. 

[0078] The "content ID" is an identifier such as num- 
bers and symbols assigned so as to be able to identify 
the content data of the related file data. 
55 [0079] The "hash key data" is data generated from the 
related file data by using the predetermined hash func- 
tion. The hash key data becomes different even by 
slightly altering the file data and has the nature that it is 
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usually very difficult to prepare other file data having the 
same hash key data as the hash key data generated 
from certain file data. 

[0080] The "user ID of the provider" is the user ID of 
the content provider 13 providing the related file data. 
[0081] The "file name" is the name of the related file 
data. 

[0082] The "classification" is an identifier such as the 
field to which the related content data belongs or num- 
bers and symbols expressing the classification. 
[0083] The "summary" is a short text describing in 
brief the related content data, a simple explanation, etc. 
[0084] The "registration date" is the date when the re- 
lated file data was registered. 

[0085] The transaction database 24 stores the trans- 
action management data for managing a transaction 
performed by using the computer 5 in a searchable for- 
mat. 

[0086] FIG. 5 is a view for explaining the transaction 
management data stored in the transaction database 
24. 

[0087] As shown in FIG. 5, the content usage situation 
management data indicates the user ID, content ID, us- 
age date, usage format, and charge payment amount 
linked for every transaction. 

[0088] The "user ID" is the user ID of the content user 
14 performing the related transaction. 
[0089] Further, the "content ID" is data for identifying 
the content data covered by the related transaction. 
[0090] The "usage date" indicates the date when the 
usage concerning the related content was performed by 
the related transaction. 

[0091] The "usage format" Indicates the format of the 
usage of thefile data by the related transaction. The "us- 
age format" includes, for example, confirmation of con- 
tent of the content data and payment of the charge. 
[0092] The "charge payment amount" indicates the 
amount of the charge paid from the content user 14 to 
the content provider 13 for the download when the file 
data was downloaded to the content user 1 4 by the re- 
lated transaction. 

[0093] The CPU 25 operates based on a predeter- 
mined program (program of the present invention) and 
comprehensively manages the operation of the compu- 
ter 5. The processing of the CPU 25 will be explained in 
detail in relation to the example of the operation men- 
tioned later. 

[0094] The computer 5 is connected to the network 2 
and registers the personal data of the provider received 
from the computer 3 and the personal data of the user 
received from the computer 4 and holds the same as 
the user management data shown in FIG. 3. 
[0095] Further, the computer 5 verifies the legitimacy 
(for example, that a virus is not included) of the file data 
received from the computer 3 and confirms the identity 
of the provider, then registers the related hash key data 
as the content management data for indicating the con- 
tent ID, the user ID of the content provider 13, and the 
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file name in FIG. 4 linked together. 
[0096] Further, the computer 5 analyzes the content 
of the file data received from the computer 3 and auto- 
matically classifies the same and, at the same time, pre- 

s pares summary data thereof and registers them as the 
content management data shown in FIG. 4. 
[0097] Further, as shown in FIG. 4, the content man- 
agement data shows, for each content, the number of 
times of viewing of the related content and the total value 

io of the charge paid from the content user 1 4 for the usage 
of the file data of the related content (total amount of the 
received charge) linked together. 
[0098] Further, the computer 5 searches for, for ex- 
ample, the content data having content matching with 

15 the an information provision request from the computer 
4 of the content user 1 4 based on the classification and 
summary of the content management data in response 
to the related information provision request and trans- 
mits the search result to the computer 4. 

20 [0099] Further, the computer 5 generates the trans- 
action management data shown in FIG. 5 based on the 
transaction received from the content user 14 for the 
registered content and registers this in the transaction 
database 24. 

25 [0100] Further, the computer 5 updates and deletes 
the data of the user database 22, the content database 
23, and the transaction database 24 in response to a 
request or the like from the transaction, the computer 3, 
and the computer 4. 

30 [0101] Below, an explanation will be given of exam- 
ples of operation of the communication system 1 shown 
in FIG. 1. 

LFirst Example of Operation] 

35 

[0102] In this example of operation, an explanation 
will be given of an example of operation of the case 
where the content provider 13 registers himself or her- 
self in the computer 5. 
40 [0103] FIG. 6 is a flowchart for explaining the related 
example of operation. 

Step ST1 : 

45 [0104] In response to the operation of the computer 3 
by the content provider 1 3, the computer 3 transmits a 
user registration request including personal data 
USERJN F such as the name of the computer 3, transfer 
account, credit card number, and mail address to the 

so computer 5. 

[0105] The related user registration request is re- 
ceived at the interface 21 of the computer 5 shown in 
FIG. 4. 

55 Step ST2: 

[0106] The CPU 25 of the computer 5 shown in FIG. 
4 assigns a user ID to the related user in response to 
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the user registration request received at step ST1 . 
Steps ST3 and ST4: 

[0107] The CPU 25 registers the personal data 
USERJNF input at step ST1 and the user ID assigned 
at step ST2 in the user database 22 as the user man- 
agement data shown in FIG. 3. 

Step ST5: 

[0108] The user database 22 outputs a registration 
completion notification to the CPU 25. 

Step ST6: 

[0109] The CPU 25 transmits the registration comple- 
tion notification to the computer 3 via the interface 21 . 
[0110] Further, an example of operation of the case 
where the content user 1 4 registers himself or herself in 
the computer 5 is shown in FIG. 7 and is basically the 
same as the case shown in FIG. 6 except for the point 
that the content user 1 4 performs the registration by us- 
ing the computer 4. 

[Second Example of Operation] 

[0111] In the related example of operation, an expla- 
nation will be given of the case where the content pro- 
vider 13 registers the content data in the computer 5. 
[0112] FIG, 8 is a flowchart for explaining the related 
example of operation, 

Step ST21: 

[01 13] The content provider 1 3 operates the compu- 
ter 3 to transmit a content registration request including 
the file data CND storing the user ID and the content 
data to the computer 5. 

[0114] At this time, the file name is accompanied by 
the file data CND. 

[0115] Further, the content provider 13 may transmit 
a content registration request including the name and 
transfer account to the computer 5 in place of the user 
ID. 

[01 1 6] Further, the computer 3 may also generate the 
hash key data of the file data CND by using a predeter- 
mined hash function and transmit the related hash key 
data together with the file data CND to the computer 5. 
[01 17] For example, in a case where Jane Smith reg- 
isters an image of a drawing of a handsome teenage 
boy as new content, at least "Jane Smith" as the name,. 
"Post Office Savings Account No. YYYYYYY" as the 
transfer account, and a file data "ppp.gif" holding the im- 
age are transmitted. 

[0118] Further, Jane Smith has already been regis- 
tered in the user database 22. Therefore, it is also pos- 
sible not to transmit the name and the transfer account, 
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but transmit "000002" as the user ID thereof. Further, it 
is also possible to generate the hash key data 
"KILOUIN75ASD" from "yy.gif" and transmit this togeth- 
er from the computer 3 to the computer 5. 

5 

Step ST22: 

[0119] TheCPU 25 shown in FIG. 4searches through 
the user database 22 using the user ID received at step 

10 ST21 as the key and confirmsa whether or not the re- 
lated user ID has been already registered. 
[0120] Then, where the CPU 25 judges that the relat- 
ed user ID has been already registered, the processing 
routine proceeds to step ST23. In other cases, userreg- 

15 istration is carried out according to the routine explained 
by using FIG. 6. 

[0121] Further, when the content registration request 
including the name, transfer account, etc. of the content 
provider 1 3 is received at step ST21 in place of the user 
20 ID the corresponding user ID is searched for from the 
user database 22 based on the related name, transfer 
account, etc. Where it is not found, user registration is 
carried out according to the routine explained by using 
FIG. 6. 

25 

Step ST23: 

[0122] The CPU 25 verifies for example that a com- 
puter virus or socially unsuitable content is not included 

30 in the file data received at step ST21 . 

[0123] When the result of the verification is that a com- 
puter virus and socially unsuitable content are not in- 
cluded in the file data, the CPU 25 proceeds to the 
processing of step ST24. 

35 [0124] On the other hand, when the result of the ver- 
ification is that a computer virus or socially unsuitable 
content is included in the file data, the CPU 25 rejects 
the content registration and notifies this to the computer 
3 of the content provider 13. 

40 

Step ST24: 

[0125] The CPU 25 generates the hash key data of 
the file data received at step ST21 by using the hash 
45 function. 

[01 26] Note that, when the hash key data is included 
in the content registration request, the related hash key 
data and the generated hash key data are compared, 
and the legitimacy of the file data transmitted by the con- 
so tent provider is confirmed. If it is clarified that the file 
data is not legitimate, the following processing of the 
content registration is suspended, and suitable excep- 
tional processing for requesting the re-transmission of 
the file data and the hash key data to the computer 3 or 
55 the like is performed. 

[0127] Note that the hash key data can be generated 
at any timing after step ST21 up to step ST27. 
[0128] The CPU 25 generates for example the hash 
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key data "KILOUIN75ASD" from the file data of the con- 
tent ID "000000002" shown in FIG. 5. 

Step ST25: 

[0129] The CPU 25 determines the classification 
based on the attribute of the content data stored in the 
related file data. 

[0130] For example, the CPU 25 determines the cat- 
egory such as "GIF file", "still image", or "person". 
[0131] Note that, it is also possibleforthe content pro- 
vider 13 to determine the related category and transmit 
the content registration request including the related 
category from the computer 3 to the computer 5. 
[0132] The related category is used in for example a 
case where content information matching the content 
user 14 is provided to the computer 4 in response to a 
search request from the computer 4. 

Step ST26: 

[0133] The CPU 25 generates summary data match- 
ing the content of the content data stored in the related 
file data. The CPU 25 generates for example summary 
data such as "drawing of handsome teenage boy" as 
the summary of the content. 

[0134] Note that it is also possible if the content pro- 
vider 1 3 generates the related summary data and trans- 
mits the contenl regisLraLion requesl including the relat- 
ed summary data from the computer 3 to the computer 
5. 

[0135] The related summary data is used in for exam- 
ple a case where a summary of the content information 
matching the content user 14 is provided to the compu- 
ter 4 in response to a search request from the computer 
4. 

Step ST27: 

[0136] The CPU 25 registers the user ID received at 
step ST21 and the hash key data, category, summary, 
and registration date generated at steps ST24, ST25, 
and ST26 in the content database 23 as the content reg- 
istration data shown in FIG. 4. 

[0137] For example, "000000002" is assigned as the 
content ID, and the hash key data "KILOUIN75ASD" 
generated from the file data, provider ID "000002", file 
name "yy.gif", category "GIF-02-01-00", and the sum- 
mary "drawing of handsome teenage boy" generated 
from the file data are registered as the content manage- 
ment data in the content database 23. 

Step ST28: 

[0138] The content database 23 outputs the registra- 
tion completion notification to the CPU 25. 
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Step ST29: 

[0139] The content database 23 transmits the regis- 
tration completion notification via the interface 21 to the 
s computer 3. 

[0140] Thereafter, the content provider 13 opens to 
the public the related file data on the computer 3 and 
transmits the related file data to for example the com- 
puter 4 by the peer-to-peer system. 

[Third Example of Operation] 

[0141] In the related example of operation, an expla- 
nation will be given of a case where the computer 4 
15 downloads the file data from the computer 3 by the peer- 
to-peer system and inquires about the legitimacy of the 
related file data to the computer 5. 
[0142] FIG. 9 is a flowchart for explaining the related 
example of operation. 

Step ST31 : 

[0143] The computer 4 transmits a download request 
designating the file data to the computer 3. 

25 

Step ST32: 

[0144] The computer 3 downloads (transmits) the file 
data to the computer 4 by the peer-to-peer system in 
30 response to the download request received at step 
ST31. 

[0145] At this stage, the content user 14 cannot de- 
termine whether the file data downloaded to the compu- 
ter 4 is one by a legitimate provider or it includes a com- 
35 puter virus. 

Step ST33: 

[0146] The computer 4 generates the hash key data 
40 of the file data downloaded at step ST32 by using the 
hash function. 

Step ST34: 

45 [0147] The computer 4 transmits the content verifica- 
tion request including the hash key data generated at 
step ST33 to the computer 5. 

[0148] The related content verification request is re- 
ceived at the interface 21 of the computer 5 shown in 
so FIG. 2. 

Step ST35: 

[0149] The CPU 25 of the computer 5 shown in FIG. 
55 2 verifies whether or not the file data corresponding to 
the hash key data included in the content verification 
request received at step ST34 exists, that is, the legiti- 
macy of the file data downloaded by the computer 4, by 
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referring to the content database 23. 
Step ST36: 

[0150] The CPU 25 transmits the result of the verifi- 
cation to the computer 4 via the interface 21 . 
[0151] At this time, it is also possible if the CPU 25 
reads out the information concerning the attributes of 
the related file data and the information concerning the 
content provider 13 from the content database 23 and 
transmits the information together with the result of the 
verification to the computer 4. 

[Fourth Example of Operation] 

[0152] In this example of operation, an explanation 
will be given of the case where the content user 14 re- 
ceiving the download of the file data from the content 
provider 13 pays a charge to the content provider 13. 
[0153] FIG. 10 is a flowchart for explaining this exam- 
ple of operation. 

Step ST41 : 

[0154] The computer 4 transmits the download re- 
quest designating the file data to the computer 3. 

Step ST42: 

[0155] The computer 3 downloads (transmits) the file 
data to the computer 4 by the peer-to-peer system in 
response to the download request received at step 
ST41. 

Step ST43: 

[0156] The computer 4 generates the hash key data 
of the file data downloaded at step ST42 by using the 
hash function. 

Step ST44: 

[0157] The content user 14 inputs the amount AMNT 
of the charge (contribution) to be paid to the content pro- 
vider 1 3 to the computer 4. 

Step ST45: 

[0158] The computer 4 transmits the request for pay- 
ment of charge including the hash key data generated 
at step ST43, the charge amount data AMNT indicating 
the amount of the charge input at step ST44, and the 
user ID of the content user 1 4 to the computer 5. 
[0159] The request for payment of charge is received 
at the l/F 21 of the computer 5 shown in FIG. 2. 
[0160] Note that, it is also possible to include the 
name and credit card number of the content user 14 in 
the request for payment of charge in place of the user ID. 
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[01 61 ] Further, preferably the mail address of the con- 
tent user 14 is included in the request for payment of 
charge. 

[0162] Further, it is also possible if selection data of 
s whether or not the charge is to be anonymously paid is 
included. 

[0163] For example, where John Brown wishes to 
contribute 300 yen for usage of the file "xxx.jpg", the re- 
quest for payment of charge including at least "John 

10 Brown" as the name, the credit card number 
"ZZZZ-ZZZZ-ZZZZ-ZZZZ", the hash key data 
"Js11k1sOQtn3" generated from xxx.jpg, and the "300 
yen" to be contributed is transmitted from the computer 
4 to the computer 5. 

15 [01 64] Note that, "John Brown" has been already reg- 
istered in the service user database, therefore, the 
name and the credit card number are not transmitted, 
but the request for payment of charge including the user 
ID "000003" is transmitted from the computer 4 to the 

20 computer 5. 

Step ST46: 

[0165] The CPU 25 of the computer 5 shown in FIG. 
25 2 searches through for example the user database 22 
by using the user ID of the content user 14 included in 
the request for payment of charge as a key in response 
to the request for payment of charge received at step 
ST45 and confirms if the content user 14 has been al- 
so ready registered 

[0166] Then, when the content user 14 has been al- 
ready registered, the CPU 25 obtains the credit card 
number of the content user 1 4 from the user database 
22. 

35 [0167] Further, the CPU 25 acquires personal dala 
such as the mail address of the content user 1 4 from the 
user database 22 when anonymous charge payment is 
not designated. 

[0168] Note that, when the content user 14 is not reg- 
40 istered in the user database 22, the CPU 25 performs 
the registration processing according to the routine 
shown in FIG. 6. 

[0169] Further, where personal data updated or add- 
ed for the content user 14 is included in the request for 
45 payment of charge, the database 22 is added to or up- 
dated by using the related personal data. 

Step ST47: 

so [0170] The CPU 25 verifies if the file data concerned 
is registered by searching through the content database 
23 based on the hash key data included in the request 
for payment of charge. 

[0171] Further, the CPU 25 acquires the user ID of the 
55 content provider 13 of the related file data and, if nec- 
essary, the file name, from the content database 23. 
[0172] The CPU 25 acquires for example the user ID 
"000001" of the provider and file name "xxx.jpg" from 
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the hash key data "Js11 k1sOQtn3" by the content ID 
"000000001". 

[0173] When judging that the file data concerned is 
not registered in the content database 23, the CPU 25 
notifies this to the computer 4 and suspends the follow- 
ing processing. 

Step ST48: 

[0174] The CPU 25 searches through the user data- 
base 22 by using the user ID of the content provider 13 
acquired at step ST47 as a key and acquires the name 
and the transfer account of the content provider 13 as 
the search result. 

[0175] The CPU 25 acquires for example the name 
"Ted Field" and transfer account "XX bank, XX branch, 
XXXX" from the user database 22 by using the user ID 
"000001" as a key. 

Step ST49: 

[0176] The CPU 25 makes the computer 4 display a 
payment confirmation screen including information use- 
ful for the final decision of the charge payment, for ex- 
ample, the fact that charge payment mediation is pos- 
sible, the name of the content provider 13, and the 
charge amount. 

[0177] Then, when receiving as input an instruction 
for payment from the computer 4, the CPU 25 proceeds 
to the processing of at step ST49, while suspends the 
processing in other cases. 

[0178] By this, erroneous procedures by the content 
user 1 4 can be avoided. 

Step ST50: 

[0179] The CPU 25 performs settlement processing 
of the amount indicated by the charge data included in 
the request for payment of charge based on the credit 
card number of the content user 14 acquired at step 
ST46 and the transfer account of the content provider 
13 acquired at step ST47. 

[0180] For example, the CPU 25 performs the settle- 
ment processing such as debiting 300 yen from the 
credit card "ZZZZ-ZZZZ-ZZZZ-ZZZZ" of Bill Midfeld as 
the content user 14 and transferring 300 yen to the 
transfer account "XX bank, XX branch XXXXXX" of Ted 
Field. 

[0181] When some sort of problem arises in the set- 
tlement processing, the CPU 25 performs exceptional 
processing, for example, the cancellation of hte debiting 
and transfer of the charge, and notifies this to the com- 
puter 4. 

Step ST51: 

[0182] The CPU 25 transmits the notification indicat- 
ing the completion of the charge payment mediation to 
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the computer 3 and the computer 4. 
[0183] In the notification, for example, where Bill Mid- 
feld wishes to anonymously pay the charge to Ted Field, 
the information of name etc. of Bill Midfeld is not notified 

s to the computer 3, but notified as for example "a contri- 
bution of 300 yen was made for xxx.jpg". To the compu- 
ter 4, for example, is notified that "a contribution of 300 
yen was made for xxx.jpg provided by Ted Field". 
[0184] This notification need not be performed. 

io [0185] As explained above, according to the commu- 
nication system 1 , even in the case where the field data 
is transmitted and received by the peer-to-peer system 
between the computer 3 and the computer 4, it becomes 
possible to pay the charge by the contribution or the like 

'5 from the content user 1 4 to the content provider 1 3. Due 
to this, the useful content is opened to the public on the 
network 2 and usage can be promoted. 
[0186] Further, according to the communication sys- 
tem 1 , the content user 1 4 can receive information con- 

20 cerning the legitimacy of the received file data from the 
computer 5 and can safely use the received file data. 
[0187] The present invention is not limited to the 
above embodiments. 

[0188] For example, it is also possible if communica- 
25 tion with the computers 3, 4, and 5 is realized by using 
e-mail, functions on a Web browser, etc. 
[0189] Further, the request and the transmission and 
reception of the data among the computers 3, 4, and 5 
can be carried out after encryption. 
30 [0190] Further, in the example shown in FIG. 1, the 
case of using one computer 3 and computer 4 each was 
exemplified, but a plurality of the computers 3 and com- 
puters 4 may also be used. 

[0191] Further, in the above embodiments, there are 
35 also cases where the content provider 1 3 becomes the 
content user 14 and cases where the content user 14 
becomes the content provider 13. 
[0192] In this case, each of the computer 3 and com- 
puter 4 has functions of both of the computer 3 and the 
40 computer 4 mentioned above. 

[0193] Further, it is also possible if at least two of the 
computers 3, 4, and 5 shown in FIG. 1 are realized on 
the same computer. 

[0194] Further, in the example shown in FIG. 1 and 
45 FIG. 2, the case where the user database 22, content 
database 23, and transaction database 24 shown in 
FIG. 2 were placed in the computer 5 was exemplified, 
but it is also possible if at least one of them is placed in 
an apparatus different from the computer 5 or in another 
so computer on the network 2. 

[0195] Further, it is also possible if at least one of the 
user database 22, content database 23, and transaction 
database 24 shown in FIG. 2 is configured as the same 
database. 

55 [0196] Further, it is also possible if the content data- 
base 23 is configured as a plurality of databases differ- 
ent from each other for every category of the content. 
[0197] Further, it is also possible if the file datatrans- 
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mitted by the computer 3 is stored in the computer 5. 
[0198] As explained above, according to the present 
invention, a communication method, computer, and pro- 
gram enabling suitable payment of a charge to a content 
data provider even when the content data is provided s 
by the peer-to-peer system can be provided. 
[0199] While the invention has been described with 
reference to specific embodiments chosen for purpose 
of illustration, it should be apparent that numerous mod- 
ifications could be made thereto by those skilled in the '0 
art without departing from the basic concept and scope 
of the invention. 

[0200] Various respective aspects and features of the 
invention are defined in the appended claims. Features 
from the dependent claims may be combined with fea- '5 
tures of the independent claims as appropriate and not 
merely as explicitly set out in the claims. 



Claims 20 

1. A communication method of a third computer for 
communicating with a first computer of a content 
provider and a second computer of a content user 
when said first computer transmits content data to 25 
said second computer, comprising the steps of: 

communicating by said third computer with said 
first computer and said second computer to 
register personal management data concern- 30 
ing said content provider and said content user, 
and content management data concerning said 
content data, 

receiving by said third computer from said sec- 
ond computer, a request for payment of a 35 
charge to said content provider for reception of 
said content data, and 

performing by said third computer a task for 
payment of the charge to said content provider, 
based on the registered personal management 40 
data and said content management data in re- 
sponse to said request for payment. 

2. A communication method assetforth in claim 1 .fur- 
ther comprising the step of managing by said third 45 
computer the total amount of the charge paid with 
respect to each content data by using said content 
management data. 

3. A communication method assetforth in claim 1 , fur- so 
ther comprising the steps of: 

registering by said third computer further veri- 
fication data indicating the legitimacy of the 
content data provided by said content provider, 55 
receiving by said third computer a request in- 
quiring about the legitimacy of said content da- 
ta from said second computer, and 
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verifying by said third computer the legitimacy 
of said content data by using said verification 
data in response to said inquiry request and 
transmit the result of the related verification to 
said second computer. 

4. A communication method assetforth in claim 3, fur- 
ther comprising the steps of: 

registering by said third computer hash key da- 
ta of said content data generated based on a 
predetermined hash function as said verifica- 
tion data, 

receiving by said third computer said inquiry re- 
quest including the hash key data of said con- 
tent data from said second computer, and 
comparing by said third computer said regis- 
tered hash key data with the hash key data in- 
cluded in said inquiry request and verify the le- 
gitimacy of said content data. 

5. Acommunication method assetforth in claim 4, fur- 
ther comprising the steps of: 

receiving by said third computer said content 
data from said first computer and 
generating and registering by said third compu- 
ter said hash key data of said received content 
data based on said hash function. 

6. Acommunication method assetforth inclaim4, fur- 
ther comprising the step of receiving by said third 
computer said hash key data of said content data 
generated by said first computer based on said 
hash function from said first computer and register 
the same. 

7. Acommunication method as setforth in claim 1 .fur- 
ther comprising the step of communicating by said 
third computer with said first computer and second 
computer through a network. 

8. A computerfor communicating with a first computer 
used by a content provider and a second computer, 
used by a content user, to receive content data from 
said first computer, comprising: 

a storage means for storing personal manage- 
ment data for managing said content provider 
and said content user, and content manage- 
ment data for managing said content data; 
an interface for receiving from said second 
computer a request for payment of a charge to 
said content provider for reception of said con- 
tent data; and 

a controlling means for performing a task for 
payment of the charge to said content provider, 
based on said personal management data and 
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said content management data in response to 
said request for payment. 

9. A computer as set forth in claim 8, wherein said con- 
trolling means manages the total amount of the s 
charge paid for each content data using said con- 
tent management data. 

10. A computer as set forth in claim 8. wherein 

said controlling means registers verification da- 
ta indicating the legitimacy of the content data 
provided by said content provider and stores it 
in said storage means, 

said interface receives a request inquiring '5 
about the legitimacy of said content data from 
said second computer, and 
said controlling means verifies the legitimacy of 
said content data by using said verification data 
in response to said inquiry request and trans- 20 
mits the result of the related verification to said 
second computer. 

11. A computer as set forth in claim 10, wherein 

25 

said controlling means registers hash key data 
of said content data generated based on a pre- 
determined hash function as said verification 
data and stores it in said storage means, 
said interface receives said inquiry request in- 30 
eluding the hash key data of said content data 
from said second computer, and 
said controlling means compares said regis- 
tered hash key data with the hash key data in- 
cluded in said inquiry request and verifies the 35 
legitimacy of said content data. 

12. A computer as set forth in claim 11 , wherein 



13. A 



14. A program to be executed in a computer for com- 
municating with a first computer used by a content 



provider and a second computer, used by a content 
user, to receive content data from said first compu- 
ter, comprising: 

a routine for registering personal management 
data for managing said content provider and 
said content user, and content management 
data for managing said content data; 
a routine for receiving from said second com- 
puter a request for payment of a charge to said 
content provider for the reception of said con- 
tent data; and 

a routine for performing a task for payment of 
a charge to said content provider, based on said 
personal management data and said content 
management data in response to said request 
for payment. 



said interface receives said content data from 40 
said first computer and 

said controlling means generates and registers 
said hash key data of said received content da- 
ta based on said hash function and stores it in 
said storage means. 45 

computer as set forth in claim 11 , wherein: 

said interface receives said hash key data of 
said content data generated by said first com- so 
puter based on said hash function from saidfirst 
computer and 

said controlling means registers said received 
hash key data and stores it in same storage 
means. 55 
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